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Problem: CVE Lists The Wrong Versions As Vulnerable

▪ CVEs are created and state which versions are vulnerable. This is 
an important piece of information!

▪ The “all versions up to, and including x.x” statements are not 
always accurate!

▪ In some cases, people get this wrong, which could lead to false 
positives and false negatives when you are checking to see if you 
are vulnerable!

▪ This is common amongst CNAs that deal with Wordpress plugins…

https://www.pluginvulnerabilities.com/2024/01/22/many-cve-records-are-listing-the-wrong-versions-of-software-as-being-affected/ 

https://eclypsium.com
https://securitypodcaster.com
https://www.pluginvulnerabilities.com/2024/01/22/many-cve-records-are-listing-the-wrong-versions-of-software-as-being-affected/
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https://patchstack.com/database/ 

https://eclypsium.com
https://securitypodcaster.com
https://patchstack.com/database/
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2023 Top CVE Reporters

Remember: Just 
because a CVE was 
reported does not 
mean the data is 

accurate or 
up-to-date!

https://jerrygamblin.com/2024/01/03
/2023-cve-data-review/ 

https://vuldb.com/?kb.companyhistory  | https://vuldb.com/?cna.2024 

https://eclypsium.com
https://securitypodcaster.com
https://jerrygamblin.com/2024/01/03/2023-cve-data-review/
https://jerrygamblin.com/2024/01/03/2023-cve-data-review/
https://vuldb.com/?kb.companyhistory
https://vuldb.com/?cna.2024
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Problem: Dates Can Be Confusing

● Assigned vs Published vs Updated
● The CVE number itself is not reliable to determine when a vulnerability 

was made public
○ Sometimes the year is from the previous year

○ This could be a pre-allocated CVE number

○ It could also indicate that disclosure took a long time

● We can rely on updated date, but you end up sifting through older CVEs

https://eclypsium.com
https://securitypodcaster.com
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Problem: Anyone Can Score Using CVSS - LogoFAIL Fail

https://www.binarly.io/blog/finding-logofail-the-dangers-of-image-parsing-during-system-boot 

https://nvd.nist.gov/vuln/detail/CVE-2023-39539 

https://eclypsium.com
https://securitypodcaster.com
https://www.binarly.io/blog/finding-logofail-the-dangers-of-image-parsing-during-system-boot
https://nvd.nist.gov/vuln/detail/CVE-2023-39539
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Squid Proxy

https://www.securityweek.com/dozens-of-squid-proxy-vulnerabilities-remain-unpatched
-2-years-after-disclosure/ 

https://eclypsium.com
https://securitypodcaster.com
https://www.securityweek.com/dozens-of-squid-proxy-vulnerabilities-remain-unpatched-2-years-after-disclosure/
https://www.securityweek.com/dozens-of-squid-proxy-vulnerabilities-remain-unpatched-2-years-after-disclosure/
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FreeRDP

https://eyalitkin.wordpress.com/2024/01/01/lessons-from-securing-freerdp/  

https://eclypsium.com
https://securitypodcaster.com
https://eyalitkin.wordpress.com/2024/01/01/lessons-from-securing-freerdp/
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Zyxel

https://eclypsium.com/blog/dont-play-with-fire-prioritize-zyxel-firewall-update-to-fix-un
reported-vulnerability/  

https://eclypsium.com
https://securitypodcaster.com
https://eclypsium.com/blog/dont-play-with-fire-prioritize-zyxel-firewall-update-to-fix-unreported-vulnerability/
https://eclypsium.com/blog/dont-play-with-fire-prioritize-zyxel-firewall-update-to-fix-unreported-vulnerability/
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Other Examples

▪ Weak/Default Passwords
▪ Common in IoT and appliances

▪ Backdoors (sometimes)
▪ Backdoors are not secrets?

▪ Mis-Configurations
▪ Introduced by the user

▪ Unsupported Hardware and Software
▪ Again, common in IoT and appliances

https://eclypsium.com
https://securitypodcaster.com
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Half Days And More!
Open-source vulnerability disclosure is hard:

▪ 0-day - A vulnerability that is unknown to the maintainer of the project.

▪ 1-day - A vulnerability that is known to the maintainer. Typically, the CVE is 
published. There is (typically) an available patch. 

▪ Half-Day - Known to the maintainer, information is publicly available (GitHub 
Commit/PR/Issue), fixes may be in the works, CVE may not be assigned

▪ 0.75-Day - Known to the maintainer, patch is available, CVE not assigned or 
available

Project: https://github.com/Aqua-Nautilus/CVE-Half-Day-Watcher 

Blog Post: https://blog.aquasec.com/50-shades-of-vulnerabilities-uncovering-flaws-in-open-source-vulnerability-disclosures 

https://eclypsium.com
https://securitypodcaster.com
https://github.com/Aqua-Nautilus/CVE-Half-Day-Watcher
https://blog.aquasec.com/50-shades-of-vulnerabilities-uncovering-flaws-in-open-source-vulnerability-disclosures
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CVEs Are For Vulnerabilities - Mostly…

▪ Who should issue a CVE and for what? - E.g. a vulnerability in a library such 
as Webp:
▪ https://readme.synack.com/the-problems-with-vulnerability-reporting 

▪ https://www.postgresql.org/about/news/cve-2020-21469-is-not-a-security-vulnerability-2701/ 

▪ Except we got one for XZ: https://nvd.nist.gov/vuln/detail/CVE-2024-3094 
(CWE-506 - Embedded Malicious Code)

▪ If we do it for one backdoor, shouldn’t we now issue them for all?

https://eclypsium.com
https://securitypodcaster.com
https://readme.synack.com/the-problems-with-vulnerability-reporting
https://www.postgresql.org/about/news/cve-2020-21469-is-not-a-security-vulnerability-2701/
https://nvd.nist.gov/vuln/detail/CVE-2024-3094
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Severity and Impact 
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This one was a “hoot” ;)

▪ https://www.securityweek.com/cisa-says-owl-labs-vulnerabilities-
requiring-close-physical-range-exploited-in-attacks/  - It's critical 
and exploited in the wild! Oh, never mind, it's really not.

▪ https://www.shielder.com/blog/2024/01/hunting-for-~~un~~authe
nticated-n-days-in-asus-routers/ - Unauthenticated remote was 
only true when running in emulation, actual devices were not as 
vulnerable.

https://eclypsium.com
https://securitypodcaster.com
https://www.securityweek.com/cisa-says-owl-labs-vulnerabilities-requiring-close-physical-range-exploited-in-attacks/
https://www.securityweek.com/cisa-says-owl-labs-vulnerabilities-requiring-close-physical-range-exploited-in-attacks/
https://www.shielder.com/blog/2024/01/hunting-for-~~un~~authenticated-n-days-in-asus-routers/
https://www.shielder.com/blog/2024/01/hunting-for-~~un~~authenticated-n-days-in-asus-routers/
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The Original Severity Changed With:
▪ EternalBlue (MS17-010): Originally no public exploit for this. The Shadow Brokers group later 

leaked an exploit developed by the NSA, then WannaCry and NotPetya.
▪ BlueKeep (CVE-2019-0708): Initially no public exploit for this RDP vulnerability, but later, 

several researchers and malicious actors developed exploits.
▪ Heartbleed (CVE-2014-0160): Disclosed in April 2014, but at the time no exploits were 

publicly known. However, later on researchers and attackers quickly developed exploits that 
could steal sensitive data from vulnerable servers.

▪ Apache Struts CVE-2017-5638: Disclosed in March 2017. Initially, there was no exploit in the 
wild, but shortly after the disclosure, attackers began exploiting it to compromise web 
servers. This vulnerability was notably exploited in the Equifax data breach.

▪ Spectre (CVE-2017-5753 and CVE-2017-5715) and Meltdown (CVE-2017-5754): These 
vulnerabilities affect modern microprocessors and were disclosed in January 2018. Initially, 
there were no known exploits in the wild. However, the disclosure led to a flurry of research 
and subsequent development of various exploits taking advantage of these hardware 
vulnerabilities.

https://eclypsium.com
https://securitypodcaster.com
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NIST’s NVD Program Needs Love

Summary of what people are saying: We need the 
enriched CVE data for CVSS and CPE, NIST needs more 
resources to do this, don’t let it fall in the wrong hands.

▪ https://resilientcyber.substack.com/p/death-knell-of-the-nvd 
▪ https://anchore.com/blog/national-vulnerability-database-opaque-changes-and-un

answered-questions/  
▪ https://www.linkedin.com/posts/jgamblin_vulnerabilitymanagement-cve-nvd-activit

y-7172701454816669696-nwO0/  
▪ https://www.linkedin.com/posts/netriseinc_cve-vulnerabilitymanagement-cybersecu

rity-activity-7172030138476388353-mTif/   
▪ https://www.linkedin.com/posts/danlorenc_nvd-nist-fedramp-activity-71727095910

91245057-x0Ip/  

https://eclypsium.com
https://securitypodcaster.com
https://resilientcyber.substack.com/p/death-knell-of-the-nvd
https://anchore.com/blog/national-vulnerability-database-opaque-changes-and-unanswered-questions/
https://anchore.com/blog/national-vulnerability-database-opaque-changes-and-unanswered-questions/
https://www.linkedin.com/posts/jgamblin_vulnerabilitymanagement-cve-nvd-activity-7172701454816669696-nwO0/
https://www.linkedin.com/posts/jgamblin_vulnerabilitymanagement-cve-nvd-activity-7172701454816669696-nwO0/
https://www.linkedin.com/posts/netriseinc_cve-vulnerabilitymanagement-cybersecurity-activity-7172030138476388353-mTif/
https://www.linkedin.com/posts/netriseinc_cve-vulnerabilitymanagement-cybersecurity-activity-7172030138476388353-mTif/
https://www.linkedin.com/posts/danlorenc_nvd-nist-fedramp-activity-7172709591091245057-x0Ip/
https://www.linkedin.com/posts/danlorenc_nvd-nist-fedramp-activity-7172709591091245057-x0Ip/
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Potential Solutions That Help You With These Problems:

▪ Do not trust the version number
▪ Ignore the dates
▪ Generate your own scores
▪ Find non-CVE vulnerabilities through intelligence and 

testing
▪ Assume there are 0-Days
▪ Generate your own SBOMs
▪ Prove something is exploitable (KEV and pen testing)
▪ Work together to improve CVE, CVSS, EPSS, KEV, etc…

https://eclypsium.com
https://securitypodcaster.com
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Affected versions and publication dates

https://eclypsium.com
https://securitypodcaster.com
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https://eclypsium.com
https://securitypodcaster.com
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No Big Deal Zone

Paul’s Vulnerability Patching Matrix

Vuln
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0 10

4

10
5 8

Patching Fun 
Zone

Patching 
Danger Zone

Generate your 
own scores!

Patch
Now!
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Find non-CVE vulnerabilities through intelligence and 
testing

▪ Use threat and vulnerability feeds (open-source and 
commercial options exist)

▪ Subscribe to PTAS (Pen Testing As A Service) and ASM 
(Attack Surface Management) services

▪ Monitor feeds on your own (I have tips for you!)

https://eclypsium.com
https://securitypodcaster.com


https://eclypsium.com | https://securitypodcaster.com 32

https://eclypsium.com
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Looking For Half-Day Vulnerabilities

$ python scan_nvd.py --github_token `cat token.txt` \ 

--days 10 \

--min_stars 500

https://services.nvd.nist.gov/rest/json/cves/2.0/?pubStartDate=2024-04-02T1

8:17:56&pubEndDate=2024-04-13T18:17:56&resultsPerPage=2000

found a possible half_day on CVE-2023-29483 with the reference: 

https://github.com/rthalley/dnspython/issues/1045

https://eclypsium.com
https://securitypodcaster.com
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Cheet Sheet Time!1. Use an RSS Reader - Download my OPML file here:
a. PaulsFeeds.opml 

2. Use cve-maker (https://github.com/msd0pe-1/cve-maker) 
a. python3 -m cve-maker
b. critical - To get the latest critical CVEs
c. search <keyword> - Searches the CVE database for keyword
d. get <CVE-ID> - Gets info about the CVE and lists any exploits

3. Use cvemap (https://github.com/projectdiscovery/cvemap): 
a. go install github.com/projectdiscovery/cvemap/cmd/cvemap@latest
b. cvemap -age 20 -s critical -f kev,poc - Get the last 20 days of CVEs, only those that are 9.0 

CVSS or above, indicate if its in the CISA KEV and if there is a PoC exploit available

4. Use CVE Half Day Watcher (https://github.com/Aqua-Nautilus/CVE-Half-Day-Watcher): 
a. Create a Github API token
b. python scan_nvd.py --github_token `cat token.txt` --days 10 --min_stars 500 - 

Scan Github for “Half Day” vulnerabilities in the past 10 days, filtering only Github projects with more than 
500 stars

https://eclypsium.com
https://securitypodcaster.com
https://drive.google.com/file/d/1r4VOUyC0cMtxCSNAt435QDFMwkpgZwUY/view?usp=sharing
https://github.com/msd0pe-1/cve-maker
https://github.com/projectdiscovery/cvemap
http://github.com/projectdiscovery/cvemap/cmd/cvemap@latest
https://github.com/Aqua-Nautilus/CVE-Half-Day-Watcher
https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens
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Assume there are 0-Days

Go out and get the latest, next generation, AI 
enhanced, multi-layered, cutting-edge, 0-Day 

threat protection solution on the market…

Then, throw it away

Then, implement a solid infosec strategy and plan 
(different talk)

Next 
Gen

https://eclypsium.com
https://securitypodcaster.com
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Generate your own SBOMs

▪ Firmware: https://github.com/e-m-b-a/emba 

▪ Containers: 
https://anchore.com/sbom/how-to-generate-an-sbom-with-free-open-so
urce-tools/

▪ Java: https://github.com/CycloneDX/cyclonedx-maven-plugin 

▪ General: https://github.com/microsoft/sbom-tool 

https://eclypsium.com
https://securitypodcaster.com
https://github.com/e-m-b-a/emba
https://anchore.com/sbom/how-to-generate-an-sbom-with-free-open-source-tools/
https://anchore.com/sbom/how-to-generate-an-sbom-with-free-open-source-tools/
https://github.com/CycloneDX/cyclonedx-maven-plugin
https://github.com/microsoft/sbom-tool
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Use Google’s OSV

▪ https://blog.hartwork.org/posts/expat-2-6-2-released/ 

▪ https://osv.dev/vulnerability/CVE-2024-28757 

▪ https://google.github.io/osv.dev/faq/ 

▪ Discover open-source dependencies and related 
vulnerabilities

▪ https://xkcd.com/2347/ 

https://eclypsium.com
https://securitypodcaster.com
https://blog.hartwork.org/posts/expat-2-6-2-released/
https://osv.dev/vulnerability/CVE-2024-28757
https://google.github.io/osv.dev/faq/
https://xkcd.com/2347/


https://eclypsium.com | https://securitypodcaster.com 39

Prove something is exploitable (KEV and pen testing)

https://eclypsium.com
https://securitypodcaster.com
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Work together to improve CVE, CVSS, EPSS, KEV, etc…

▪ I believe these are all great programs

▪ I do not believe we want to see them replaced by commercial 
offerings or run by commercial companies 100%

▪ Much of the issues stem from lack of funding and resources

▪ We can help with the resources part!

https://eclypsium.com
https://securitypodcaster.com
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Good News
▪ Microsoft adopts CWE 

▪ https://msrc.microsoft.com/blog/2024/04/toward-greater-transparency-adopting-the-cwe-
standard-for-microsoft-cves/

▪

▪ What if there is no patch available for EOL products? 
▪ I LOVE this: “Separate critical security fixes for customers and not bundle those 

patches with new product features or functionality changes.”
▪ https://www.centerforcybersecuritypolicy.org/insights-and-research/network-resilience-coa

lition-offers-recommendations-for-improving-network-infrastructure-security-in-new-white
-paper 

▪
▪ EPSS Improvements: https://www.cyentia.com/epss-report/

https://eclypsium.com
https://securitypodcaster.com
https://msrc.microsoft.com/blog/2024/04/toward-greater-transparency-adopting-the-cwe-standard-for-microsoft-cves/
https://msrc.microsoft.com/blog/2024/04/toward-greater-transparency-adopting-the-cwe-standard-for-microsoft-cves/
https://www.centerforcybersecuritypolicy.org/insights-and-research/network-resilience-coalition-offers-recommendations-for-improving-network-infrastructure-security-in-new-white-paper
https://www.centerforcybersecuritypolicy.org/insights-and-research/network-resilience-coalition-offers-recommendations-for-improving-network-infrastructure-security-in-new-white-paper
https://www.centerforcybersecuritypolicy.org/insights-and-research/network-resilience-coalition-offers-recommendations-for-improving-network-infrastructure-security-in-new-white-paper
https://www.cyentia.com/epss-report/


https://eclypsium.com | https://securitypodcaster.com 42

Thank You!

Presentations referenced in this presentation are here: 
https://securitypodcaster.com/presentations/ 

Contact me: https://securitypodcaster.com/contact/ 

Subscribe to my podcasts: 
https://securitypodcaster.com/podcasts/ 

https://eclypsium.com
https://securitypodcaster.com
https://securitypodcaster.com/presentations/
https://securitypodcaster.com/contact/
https://securitypodcaster.com/podcasts/

