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About Me
● I run the Security Weekly podcast network

● I am the CEO at Offensive Countermeasures

● I’ve worked building security infrastructure, 
penetration testing and as a product specialist for 
Tenable Network Security

● I studied Kung Fu for about 10 years (Long Fist 
AKA Changquan and Tai Chi)

● I’ve watched A LOT of Kung Fu movies (500+)
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DISCLAIMER
“The opinions, words, phrases, sentences, so-called facts, 
images, and/or videos expressed in this presentation and on the 
following slides are solely those of the presenter and not 
necessarily those of his employer, the conference, sponsors, 
affiliates, security vendors, or anyone else. Only Paul could 
guarantee the accuracy or reliability of the information provided 
herein (but does not anyhow).
If you are easily offended by imagery, puns, jokes, funny 
phrases, adult language and humor, or anything even close to 
the above, please excuse yourself from this presentation.”
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Talk Outline

● How did I come up with this talk?

● Part 1: My IoT Nightmares Come 
True

● Part 2: Glimmers Of Hope for Iot 
Security
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Flashback: 2007

I realized after writing a book (and a 
course) that embedded security was 
getting worse, not better

I began focusing on Embedded Device 
Security, (now called IoT “security”)
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More Talks
I gave several talks on embedded device 
insecurity (You can find all of my materials 
here: 
http://wiki.securityweekly.com/wiki/index.php
/EmbeddedDevices

I communicated many theories on how 
devices could be hacked and used by bad 
guys

I even helped create vulnerable on-purpose 
firmware, an effort to raise awareness

http://wiki.securityweekly.com/wiki/index.php/EmbeddedDevices
http://wiki.securityweekly.com/wiki/index.php/EmbeddedDevices
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I Gave Up

After years on the subject, I gave up

IoT devices were more ubiquitous, and 
just as vulnerable as ever
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Realization

I realized all that stuff I dreamed about 
bad guys doing with IoT was coming true!

I also realized there were new initiatives 
to secure IoT, but they need support from 
our community

Hence this talk, Nightmares first, then 
stuff we can support to help...
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Trying Not To Say “I Told You So”

“There’s no reason the average user would ever 
think that their webcam—or more likely, a small 
business’s—is potentially part of an active botnet. 
And even if it were, there’s not much they could 
do about it, having no direct way to interface 
with the infected product.”

“The Botnet That Broke The Internet Isn’t Going 
Away”, Wired Magazine, December 2016

- Lily Hay Newman

https://www.wired.com/2016/12/botnet-broke-intern
et-isnt-going-away/

“First, there is typically not a monitor, mouse, 
keyboard, or end-user associated with a network 
device.  Console connections are the closest thing, 
however typically they are used only when 
performing maintenance or to recover a device from 
a failure.  The absence of a user interface makes 
it much easier to hide our presence.”

(IN)SECURE Magazine, ISSUE 14 (November, 
2007)

- Paul Asadoorian

https://www.helpnetsecurity.com/dl/insecure/INSEC
URE-Mag-14.pdf

https://www.wired.com/2016/12/botnet-broke-internet-isnt-going-away/
https://www.wired.com/2016/12/botnet-broke-internet-isnt-going-away/
https://www.helpnetsecurity.com/dl/insecure/INSECURE-Mag-14.pdf
https://www.helpnetsecurity.com/dl/insecure/INSECURE-Mag-14.pdf
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Nightmare #1

An IoT botnet would be created using multiple 
payloads for different processor architectures.
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Mirai

49,657 unique IPs which 
hosted Mirai-infected 
devices

Mirai-infected devices were 
spotted in 164 countries

The attack peaked at 650 
Gbps of traffic.

63 default credentials and 21 different payloads for various 
architectures, bonus: open-source!
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Nightmare #2

IoT devices will be hacked, and used 
as a vehicle to serve unwanted and 
unauthorized ads
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Hacking TVs Over-The-Air

https://arstechnica.com/security/2017/03/smart-tv-hack-embeds-attack-code-into-broadcast-signal-no-access-required/

DVB-T is used to gain remote shell 
to a TV over-the-air

You need to be in some physical 
proximity

The TV’s can only phone home or 
attack other devices if they are 
connected to the network

Infections persisted over reboots 
and factory resets

You can put the transmitter on a 
drone….

https://arstechnica.com/security/2017/03/smart-tv-hack-embeds-attack-code-into-broadcast-signal-no-access-required/
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TVs Infected With Ransomware

https://www.bleepingcomputer.com/news/security/android-ransomware-infects-lg-smart-tv/

Low occurrence, one malware strain found to 
target TVs (Cyber.Police AKA FLocker)

Ransomware demands $500, and LG wants $340 
for a service call

You can just buy a new TV, a $100 ransom might 
be worth it

LG did help, and now there is a YouTube video 
showing how to un-ransomware yourself 
(https://www.youtube.com/watch?v=0WZ4uLFTH
EE) 

https://www.bleepingcomputer.com/news/security/android-ransomware-infects-lg-smart-tv/
https://www.youtube.com/watch?v=0WZ4uLFTHEE
https://www.youtube.com/watch?v=0WZ4uLFTHEE
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Nightmare #3

Consumers will continue not to care 
about the security of IoT devices.
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Worse: Buyers & Sellers!

The market can't fix this because neither the buyer nor the seller 
cares. The owners of the webcams and DVRs used in the 
denial-of-service attacks don't care. Their devices were cheap 
to buy, they still work, and they don't know any of the victims 
of the attacks. The sellers of those devices don't care: They're 
now selling newer and better models, and the original buyers 
only cared about price and features. There is no market 
solution, because the insecurity is what economists call an 
externality: It's an effect of the purchasing decision that affects 
other people. Think of it kind of like invisible pollution.

https://www.schneier.com/blog/archives/2017/02/security_and_th.html 

https://www.schneier.com/blog/archives/2017/02/security_and_th.html
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Nightmare #4

Manufacturers will continue not to care 
about the security of IoT products.
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Numbers Matter

Vulnerabilities included:
● XSS
● Denial of Service (DoS)
● Authentication Bypass
● UPnP vulnerabilities

http://seclists.org/fulldisclosure/2015/May/129 

http://seclists.org/fulldisclosure/2015/May/129
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https://www.wired.com/2015/09/gm-took-5-years-fix-full-takeover-hack-millions-onstar-cars/ 

https://www.wired.com/2015/09/gm-took-5-years-fix-full-takeover-hack-millions-onstar-cars/
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Hacking Sex Toys

Many of the manufacturers have no clue about IT OR Security!

Very difficult disclosure process (typically, Pen Test Partners got 
it wrong) https://internetofdon.gs/2017/04/04/rebuttal-to-pen-test-partners/ 

https://youtu.be/TDtEBMLxwLE 

https://internetofdon.gs/2017/04/04/rebuttal-to-pen-test-partners/
https://youtu.be/TDtEBMLxwLE
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Nightmare #5

IoT devices would grow in market share 
and new technologies would make them 
even more ubiquitous than ever before
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“Alexa”

http://smarthome.reviewed.com/features/everything-that-works-with-amazon-echo-alexa

http://smarthome.reviewed.com/features/everything-that-works-with-amazon-echo-alexa


© Defensive Intuition, LLC 2004-2017 Confidential & Proprietary 

Nightmare #6

People will feel safe because they 
have a firewall to protect IoT devices 
from the Internet
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Some Theory (And TV)

The research paper “Smartphones attacking smart 
homes” was presented at the ACM Conference on 
Security and Privacy in Wireless and Mobile 
Networks (WiSec 2016).

“In this paper we demonstrate how an attacker can 
infiltrate the home network via a doctored 
smart-phone app. Unbeknownst to the user, this 
app scouts for vulnerable IoT devices within the 
home, reports them to an external entity, and 
modifies the firewall to allow the external entity to 
directly attack the IoT device.”

http://dl.acm.org/citation.cfm?doid=2939918.2939925 

http://dl.acm.org/citation.cfm?doid=2939918.2939925
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Already Happening

“The trojan, dubbed 
Trojan.AndroidOS.Switcher, 
performs a brute-force password 
guessing attack on the router’s 
admin web interface. If the attack 
succeeds, the malware changes the 
addresses of the DNS servers in the 
router’s settings, thereby rerouting 
all DNS queries from devices in the 
attacked Wi-Fi network to the 
servers of the cybercriminals (such 
an attack is also known as 
DNS-hijacking).”

http://www.zdnet.com/article/this-android-infecting-trojan-malware-uses-your-phone-to-attack-your-router/ 

http://www.zdnet.com/article/this-android-infecting-trojan-malware-uses-your-phone-to-attack-your-router/
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Nightmare #7

The security community will continue to 
point out flaws in IoT devices within the 
security echo chamber, and not affect 
change in the industries producing IoT 
devices.
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I See Vulnerabilities

Was going to drop 85 vulnerabilities
Someone beat him to the punch
Good news, there are 83 left unpatched
Also, he shredded several other devices
Then said  he can find so many bugs that the disclosure process is 
terrible

https://threatpost.com/travel-routers-nas-devices-among-easily-hacked
-iot-devices/124877/ 

https://threatpost.com/travel-routers-nas-devices-among-easily-hacked-iot-devices/124877/
https://threatpost.com/travel-routers-nas-devices-among-easily-hacked-iot-devices/124877/
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Nightmare #8

Enterprises will adopt IoT technology 
(knowingly or not) and not incorporate 
security into the implementation
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“Machina Research conducted a TIA-commissioned survey in March/April 2016 covering 200 business decision 
makers in US companies with annual revenues of at least $10 million (average annual revenue was $425m).”

http://www.zdnet.com/article/enterprise-iot-in-2017-the-state-of-play/ 

http://www.zdnet.com/article/enterprise-iot-in-2017-the-state-of-play/
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The report’s findings were culled from a survey of 
more than 800 IT security professionals and 
on-the-ground data from Pwnie Express sensors 
monitoring real life wired, wireless, IoT, and 
BYOD device data gathered from a wide range 
of businesses across industries including 
financial services, hospitality, retail, 
manufacturing, professional services, 
technology, healthcare, energy and more.

https://www.pwnieexpress.com/2017-internet-of-
evil-things-report 

https://www.pwnieexpress.com/2017-internet-of-evil-things-report
https://www.pwnieexpress.com/2017-internet-of-evil-things-report
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Nightmare #9

D-Link, Linksys and others will still 
produce vulnerable products with the 
same exposures as the past and not 
improve security
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Protocols...

Defcon 22 (2014) Shahar SHREDS TR-069 security (or lack thereof)

https://www.defcon.org/images/defcon-22/dc-22-presentations/Tal/DEFCON-22-Shahar-TaI-I-hunt-TR-069-admi
ns-UPDATED.pdf 

https://www.defcon.org/images/defcon-22/dc-22-presentations/Tal/DEFCON-22-Shahar-TaI-I-hunt-TR-069-admins-UPDATED.pdf
https://www.defcon.org/images/defcon-22/dc-22-presentations/Tal/DEFCON-22-Shahar-TaI-I-hunt-TR-069-admins-UPDATED.pdf
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Vendor/ISP Response
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November 2016 - TR-069 CHAOS

https://isc.sans.edu/forums/diary/TR069+NewNTPServer+Exploi
ts+What+we+know+so+far/21763/

https://isc.sans.edu/forums/diary/TR069+NewNTPServer+Exploits+What+we+know+so+far/21763/
https://isc.sans.edu/forums/diary/TR069+NewNTPServer+Exploits+What+we+know+so+far/21763/
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Nightmare #10

The industry would coin a horrible 
acronym for embedded devices, the 
average person has more than one of 
said devices, none of the security 
problems would be addressed and I 
would be forced once again to present 
on the topic…

Crap...
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Glimmers of Hope...
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“Regulation will be far worse 
without the involvement of the 

community and guidance from those 
in the know”
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The FTC & Asus
Asus was bad, allowed everyone to manage your storage!

This greatly displeased the FTC, so they filed suit against 
Asus

The FTC specifically called out default passwords!

Asus now has to comply with 20 years of audits, of which I 
can find no details

https://www.ftc.gov/news-events/press-releases/2016/02/
asus-settles-ftc-charges-insecure-home-routers-cloud-servi
ces-put

https://www.ftc.gov/news-events/press-releases/2016/02/asus-settles-ftc-charges-insecure-home-routers-cloud-services-put
https://www.ftc.gov/news-events/press-releases/2016/02/asus-settles-ftc-charges-insecure-home-routers-cloud-services-put
https://www.ftc.gov/news-events/press-releases/2016/02/asus-settles-ftc-charges-insecure-home-routers-cloud-services-put
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The FTC & D-Link
https://www.ftc.gov/news-events/press-releases/2017/01/ftc-charge
s-d-link-put-consumers-privacy-risk-due-inadequate

“D-Link promoted the security of its routers on the company’s 
website, which included materials headlined “EASY TO SECURE” and 
“ADVANCED NETWORK SECURITY.”

“D-Link Systems, Inc. will vigorously defend itself against the 
unwarranted and baseless charges made by the Federal Trade 
Commission (FTC). “

https://www.engadget.com/2017/01/13/ftc-vs-d-link-all-bark-no-bite
/

https://www.ftc.gov/news-events/press-releases/2017/01/ftc-charges-d-link-put-consumers-privacy-risk-due-inadequate
https://www.ftc.gov/news-events/press-releases/2017/01/ftc-charges-d-link-put-consumers-privacy-risk-due-inadequate
https://www.engadget.com/2017/01/13/ftc-vs-d-link-all-bark-no-bite/
https://www.engadget.com/2017/01/13/ftc-vs-d-link-all-bark-no-bite/


© Defensive Intuition, LLC 2004-2017 Confidential & Proprietary 

The FDA

http://www.eweek.com/security/medical-device-security-guidance-released-by-fda-as-threats-multiply.html

https://www.fda.gov/MedicalDevices/DigitalHealth/ucm373213.htm

Josh Corman and Katie Mousris joined us to discuss the state 
of security for the healthcare community (episode 479)

http://www.eweek.com/security/medical-device-security-guidance-released-by-fda-as-threats-multiply.html
https://www.fda.gov/MedicalDevices/DigitalHealth/ucm373213.htm
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NIST, DHS & NSF

https://www.nist.gov/programs-projects/nist-cybersecurity-iot-program

https://www.nist.gov/programs-projects/nist-cybersecurity-iot-program
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CyberUL

● http://blog.erratasec.com/2015/06/cyberul-is-dumb-idea.html#.WH-BibYrLFw
● http://www.darkreading.com/vulnerabilities---threats/cyberul-launched-for-iot-critical-infrastructure-device-s

ecurity-/d/d-id/1324985
● https://threatpost.com/cyber-ul-could-become-reality-under-leadership-of-hacker-mudge/113538/

Mudge is leading the effort to create standards (for testing and implementation) of IoT 
devices

Of course, different people are in the White House today, who are not necessarily in 
support of Government standards

Some disagree, but I believe this is a good idea that needs our support and 
experience (continue free market capitalism, but provide safe standards, tricky!)

http://blog.erratasec.com/2015/06/cyberul-is-dumb-idea.html#.WH-BibYrLFw
http://www.darkreading.com/vulnerabilities---threats/cyberul-launched-for-iot-critical-infrastructure-device-security-/d/d-id/1324985
http://www.darkreading.com/vulnerabilities---threats/cyberul-launched-for-iot-critical-infrastructure-device-security-/d/d-id/1324985
https://threatpost.com/cyber-ul-could-become-reality-under-leadership-of-hacker-mudge/113538/
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Disclosure Is Getting Better
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Bug Bounties

● https://bugcrowd.com/netgear  
● https://hackerone.com/linksys  
● https://samsungtvbounty.com/  
● https://hackerone.com/ubnt
● https://bugcrowd.com/customers/wink 

https://bugcrowd.com/netgear
https://hackerone.com/linksys
https://samsungtvbounty.com/
https://hackerone.com/ubnt
https://bugcrowd.com/customers/wink
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