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So You Want Vulnerabilities?
• https://github.com/vulhub/vulhub.git - So many vulnerable containers
• https://github.com/6point6/vulnerable-docker-launcher - Script that launches select 

vulnerable containers
• https://github.com/Jared-Harrington-Gibbs/Docker-Files - Telnet in a container
• https://github.com/YDHCUI/CNVD-2020-10487-Tomcat-Ajp-lfi - Tomcat exploit 

code
• Modifications and all code will be posted to out GitHub 

page: https://github.com/securityweekly

https://github.com/vulhub/vulhub.git
https://github.com/6point6/vulnerable-docker-launcher
https://github.com/Jared-Harrington-Gibbs/Docker-Files
https://github.com/YDHCUI/CNVD-2020-10487-Tomcat-Ajp-lfi
https://github.com/securityweekly
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#!/bin/bash

## WARNING: THIS SCRIPT CONTAINS SERVERAL CRITICAL VULNERABLITIES.

## FOR TEST PURPOSES ONLY. DO NOT RUN IN A PRODUCTION ENVIRONMENT!!!

## Vulnerables version 0.3

## A script to quickly start and stop docker containers.

DIRECTORY="./vulhub"

# Array of six default containers to start that have been

# carefully select to avoid port number conflicts. In total

# these will consume less than 1GB of system memory.

# HOST:CONTAINER

# Port 8084:

CONTAINERS[0]="$DIRECTORY/phpmyadmin/CVE-2018-12613/docker-compose.yml"

# Port 5000 and 8080:

CONTAINERS[1]="$DIRECTORY/jenkins/CVE-2018-1000861/docker-compose.yml"

# Port 8088: *

CONTAINERS[2]="$DIRECTORY/joomla/CVE-2017-8917/docker-compose.yml"

# Port 20022:

CONTAINERS[3]="$DIRECTORY/openssh/CVE-2018-15473/docker-compose.yml"

# Ports 8081 and 8009

CONTAINERS[4]="$DIRECTORY/tomcat/CVE-2020-1938/docker-compose.yml"

# Ports 23

CONTAINERS[5]="$DIRECTORY/telnetserver/docker-compose.yml"
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# Randomly choose six vulnerable containers to start

#random () {

#

#}

# List all available containers

#list () {

#

#}

# Check system for requirements

init_check () {

 # Check whether vulhub folder exists

 if [[ ! -d $DIRECTORY ]]

 then

 echo "The vulhub folder was not found. Download from https://github.com/vulhub/vulhub"

 exit 1

 fi

 # Check whether docker is installed

 docker --version > /dev/null 2>&1

 if [[ $? -ne 0 ]]

 then

 echo "Docker is not installed. Read: https://docs.docker.com/get-docker/ "

 exit 3

 fi

 # Check whether docker-compose is installed

 docker-compose version > /dev/null 2>&1

 if [[ $? -ne 0 ]]

 then

 echo "Docker-compose is not installed. Read: https://docs.docker.com/compose/install/"

 exit 3

 fi

}

https://github.com/vulhub/vulhub
https://docs.docker.com/get-docker/
https://docs.docker.com/compose/install/
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# Start each container with docker-compose

start () {

  for i in "${CONTAINERS[@]}"

  do

    docker-compose -f "${i}" up -d

    if [[ $? -ne 0 ]]

    then

      exit 1 # Exit docker engine is not running

    fi

  done

}

dump () {

  for i in "${CONTAINERS[@]}"

  do

    cat "${i}"

  done

}

stop () {

  for i in "${CONTAINERS[@]}"

  do

    docker-compose -f "${i}" down -v

    if [[ $? -ne 0 ]]

    then

      echo "You may need to manually disable container(s) using docker."

      echo "To show running containers type: docker ps"

      #exit 1 # Exit docker engine is not running

    fi

  done

}
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if [[ $1 == "start" ]]

then

 init_check

 echo "Starting all docker containers..."

 start

elif [[ $1 == "stop" ]]

then

 init_check

 echo "Stopping all docker containers ..."

 stop

elif [[ $1 == "dump" ]]

then

 echo "Dumping all docker container configs ..."

 dump

elif [[ $1 == "list" ]]

then

 echo -e "Listing all available Docker containers from vulhub."

 # TODO: List all the available Docker containers. Check if they are running.

else

 echo -e "\n\e[31m\e[1mVulnerables\e[0m: a quick and simple way of starting multiple Docker containers 

from vulhub.\n"

 echo -e "Usage: $0 [start or stop]\n"

fi
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http://localhost:8084/index.php?target=db_sql.php%253f/../../../../../../../../etc/passwd
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FROM ubuntu:18.04

RUN apt-get update && \

 DEBIAN_FRONTEND=noninteractive apt-get -y install openssl telnetd xinetd && \

 apt-get autoremove -y && \

 apt-get autoclean -y && \

 rm -rf /var/lib/apt/lists/*

RUN useradd -rm -d /home/admin -s /bin/bash -p $(openssl passwd -1 cisco) admin

RUN echo "root:toor" | chpasswd

RUN echo "# default: on \n \

 # description: The telnet server serves telnet sessions; it uses unencrypted username/password pairs for 

authentication. \n \

 service telnet \n \

 { \n \

 disable = no \n \

 flags  = REUSE \n \

 socket_type  = stream \n \

 wait  = no \n \

 user  = root \n \

 server  = /usr/sbin/in.telnetd \n \

 log_on_failure  += USERID \n \

 }" | tee -a /etc/xinetd.d/telnet && \

 rm -f /etc/securetty

ENTRYPOINT ["bash"]

CMD ["-c","xinetd -dontfork -stayalive"]
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